








• Mapping between the preceding fault symptoms and categories varies according to 

scenarios.





• If an unstructured network troubleshooting is carried out, steps are performed 

repeatedly, leading to low efficiency even though a solution to the fault is found.

• In a complex network environment, a new fault may be caused due to an unstructured 

network fault rectification process, making network fault rectification more difficult.





• Why do we need to know the positions and work content of users?

▫ In an enterprise environment, network access permissions to be granted vary 
according to positions. Even users of the same position may have only the 

permission to use network services related to their work content.



• Why do we need to confirm a fault?

▫ The user description may be ambiguous, and the reported fault may not be the 
actual faulty point. In this situation, experienced engineers have to confirm the 

fault.









• A temporary network environment may need to be built for fault evaluation.

▫ If a complex network fault cannot be rectified within a short period of time after 
being evaluated and a user wants to immediately restore network availability, you 

advise the user to temporarily skip the faulty node and build an alternative 
network environment.

▫ When building a temporary network environment, fully consider the urgency of 
solving problems and the risk of bypassing certain security restrictions. Fully 

communicate with users and implement the environment only after obtaining 
permissions.
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• R3 and SW5 are connected through Layer 3 sub-interfaces.







• This section describes common troubleshooting methods and tools, providing guidance 

for network maintenance personnel. The processing sequence in actual scenarios can 
be different from that in the example.



• This section uses the Windows 10 OS as an example to describe how to check the 

physical connection status of a PC.

• InUti: input bandwidth utilization

• OutUti: output bandwidth utilization





• GE 0/0/10 belongs to VLAN 12 and VLAN 34 and works in tagged mode, indicating 

that the interface is configured as a trunk interface and the PVID is not 12.



• A Layer 2 loop causes the following failures:

▫ An attempt to remotely log in to a device fails.

▫ An interface receives a large number of broadcast packets, which can be viewed in 

the display interface command output.

▫ An attempt to log in to a device through the serial port is time consuming.

▫ CPU usage exceeds 70%.

▫ High packet loss occurs when a ping command is used.

▫ The indicator of the VLAN interface with the loop occurring frequently blinks.

▫ A PC receives a large number of broadcast packets.

▫ A loop alarm is generated if loop detection is configured on a switch.



• After receiving STP TC BPDUs, the STP-enabled switch clears the MAC address table 

and re-learns MAC addresses. During this period, data forwarding is interrupted for a 
short period, causing packet loss.



• The capture-packet command obtains information in service packets that match a 

configured rule. The obtained information is saved in a local file.

▫ capture-packet { interface interface-type interface-number | acl acl-number } * [ 

vlan vlan-id | cvlan cvlan-id ] * destination terminal [ car cir car-value | time-out
time-out-value | packet-num number | packet-len length ] *

▫ Information in packets on the management interface cannot be obtained.

▫ This command can only obtain information received by an interface, not 

information sent by an interface.



• The VRRP group numbers on SW3 and SW4 are different. After the VRRP group on 

SW3 detects a downlink fault, the VRRP status on SW4 does not change. The VRRP 
status on SW4 remains in the Master state. In this situation, sending gratuitous ARP 

messages is not triggered for an ARP entry update on the terminal.

• The destination MAC address of data frames sent from PC1 to a gateway is still 00 00 

5e 00 01 03.

• After the link between SW1 and SW3 is disconnected, SW1 cannot forward packets to 

SW2, because SW1 does not have the MAC address entry of 00 00 5e 00 01 03.















• The debugging information on R1 shows that the OSPF router ID carried in the Hello 

packets sent from 10.0.12.2 is the same as the OSPF router ID on R1.







• On R3, the command output shows that the route to 192.168.56.0/24 has been 

imported into the BGP routing table.



• Possible causes for the failure to establish an IS-IS neighbor relationship are as follows:

▫ Area IDs do not match on both ends. (The inconsistency adversely affects only 
level-1 neighbor relationships.)

▫ IS-IS levels do not match on both ends. (Note that on Huawei devices if the system 
level differs from the interface circuit level, the system level takes effect.)

▫ Interface authentication settings do not match on both ends.

▫ System ID lengths do not match or system ID conflict occurs.

▫ The IP addresses are on different network segments. (Source check is enabled for 
IS-IS on a broadcast network, and can be disabled.)









• After the configuration of R2 is modified, the route to 10.0.3.3/32 is displayed on R1.



• After R1 learns the route, PC1 still cannot access the FTP service provided by server 6. In this 

case, run the traceroute command to check connectivity between R1 and server 6.

• Based on traffic statistics, the analysis is as follows:

▫ Check whether the traffic reaches the inbound interface of the device and determine 

whether packet loss occurs on the upstream device.

▫ Check whether the traffic is forwarded to the outbound of the device and determine 

whether packet loss occurs on the device.

▫ Check whether Layer 2 and Layer 3 information about traffic on the inbound interface of 

the device is correct and determine whether the upstream device forwards and 

encapsulates packets properly.

▫ Check whether the Layer 2 and Layer 3 information about the outbound interface is correct 

and determine whether the device forwards and encapsulates packets properly.

▫ Check whether transient traffic flapping occurs due to MAC address flapping, route 

changes, or IP address conflicts.

• Procedure for configuring traffic statistics collection:

▫ Configure an ACL rule to match traffic to be collected.

▫ Configure a traffic classifier.

▫ Configure a traffic behavior and configure traffic statistics collection in the traffic behavior.

▫ Configure a traffic policy; bind the traffic classifier and behavior to the traffic policy; apply 

the traffic policy to the inbound direction of the switch to collect statistics on packets of 

different users.
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